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IoT?!? No Idea!
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Application Example: Smart City, who cares? Which one?  Why?



I am a little bit lost, I suppose....

 Smart City or Connected+Human+Inteligent+Susteinable City?

 The initiative of smart cities is evolving into a new concept called smart and
connected communities (SCC), which focus on the past, present, and future of areas
that are not big cities but can still benefit from IoT advances.

 Investigate the potential of living labs to accelerate open and user-driven innovation
development of services enabled by Future Internet to leverage Smart Cities

The original IoT vision involves a hyper-connected global ecosystem in which “things”
communicate with other “things” whenever needed to deliver highly diversified
services to the user. Such communication must be independent of the creator of a
given fragment of the infrastructure. In reality, however, each vendor has its own IoT
solution that is incompatible with other solutions, thus creating local IoT silos.



I am a little bit lost, I suppose....

 The business model and its underlying technology follow human patterns of
behavior, and not vice versa. This means that we – citizens and entrepreneurs – are
able to determine which data we want to share with which specific stakeholders for
which specific reasons. Do you want your Internet-enabled mattress to pass data about
your private behavior to third parties? and “We don’t want our data roaming about,
and eventually be sold back to us!”

 The whole problem arose because most IT developers are preoccupied with what is
technically possible. And not what we want as a society. With the Internet of things an
awful lot is possible – much of which we will not want.

 We need to break away from the current dominant model that enables a few huge
companies to freely do what they want with our data and our environment



Source: CISCO



The total information to be collected from the "things" connected

Source: CAGR (Compound Annual Growth Rate) and Oracle



Internet of Things – New Ecosystem
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Is IoT a Fade?

Source: Institute for Information Industry, Taipei, Taiwan, R.O.C



 Many protocols are currently used such as SensorML, COAP, MQTT, ...
each one adhering to a communication paradigm. Another Protocol
Battle ?

Many Operating Systems...

What Middleware?

 What Network?

“wired” (cable, xDSL, optical, etc.)

wireless cellular (GSM, GPRS, EDGE, 3G, LTE-M, WiMAX, etc.)

wireless “capillary”/short-range (WLAN, ZigBee, IEEE 802.15.4x,
WMBUS, etc.)

 IoT on Public Networks or on Lower Range/Capillary Networks ?

How Smart Objects will Comunicate?



Interperability: Another killer Standard?



A New Industry



IoT Today



Infraestrutura será absolutamente essencial para integração de todos 
os players, viabilizando o crescimento ao invés de impedi-lo

IoT Today



Source: Telefonica/Vivo, 2013 (adaptado)
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Source: Estratégia Oi
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Source: Estratégia Oi

IoT Today



We must remain cautious, as advancements in IoT will come with grave
consequences if it is not suitably protected.

Common problems have been observed within the security of IoT and these
issues are extremely vulnerable to hackers. So let’s change the dynamics of
security from the ground up.

Proprietary closed source development is a recurring trait in IoT devices that
have been breached; and even though this is seen as a more traditional
approach, it is outdated.

Is the new paradise for the market, for the industry and for the cities?



 Firmware binary code is easily accessible online with debugging tools and
interactive disassemblers such as jTag also available. Security by obscurity simply
doesn’t exist anymore – if it ever did.

Secure boot needs to be enforced as the firmware update system in today’s
devices is flawed in that it’s not signed.

The hackers behind the attacks were able reverse engineer the code, modify it,
re-flash the firmware and reboot to execute arbitrary code.

Is the new paradise for the market, for the industry and for the cities?





 The potential for applications inside edge devices to be hijacked;

 Increasing accessibility through communications enabling (Distributed) Denial-
of-Service and Denial-of-Sleep attacks;

The complexities of IoT systems targetting multiple sector verticals;

 The proliferation of internal interfaces and their introduction of weaknesses in
advanced IoT solutions.

Some vulnerabilities of IoT applications 



http://www.ibtimes.co.uk/samsung-smart-home-system-found-vulnerable-
hacking-1557973

http://fusion.net/story/192189/internet-connected-baby-monitors-
trivial-to-hack/

http://thehackernews.com/2016/02/asus-router-security-hack.html

Security

https://www.wired.com/2015/07/hackers-remotely-kill-
jeep-highway/



Security

http://www.theregister.co.uk/2016/04/04/devastating_bug_pops_secur
e_doors_at_airports_hospitals/

https://www.wired.com/2016/03/hacker-says-can-hijack-35k-police-
drone-mile-away/

http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/uc
m456815.htm



“Mirai is a huge disaster for the Internet of Things,” Xiongmai said in an email to IDG 
News Service. “(We) have to admit that our products also suffered from hacker's break-in 
and illegal use.”

Mirai has been found spreading to at least 500,000 devices, according to internet 
backbone provider Level 3 Communications.

Security

Malware that can build botnets out of IoT devices was at
least partly responsible for a massive distributed denial-of-
service attack that disrupted U.S. internet traffic on Friday,
according to network security companies.

(source: computerworld.com, October, 21, 2016 (last Friday))



Security



 IoT Security

Security will be complicated by the fact that many "things" use simple
processors and operating systems that may not support sophisticated
security approaches (Edge device, Root of Trust)

 IoT Analytics

New analytic tools and algorithms are needed now, but as data volumes
increase through 2021, the needs of the IoT may diverge further from
traditional analytics.

IoT Device (Things) Management

Tools must be capable of managing and monitoring thousands and
perhaps even millions of devices.

Major challenges for IoT (2017-2018)

(source: Gartner, PRPL Foundation, IDC, Mckinsey)



 Low Power, Short-Range IoT Networks

Low-power, short-range networks will dominate wireless IoT connectivity
through 2025, far outnumbering connections using wide-area IoT networks

 IoT Processors

As with all hardware design, there are complex trade-offs between
features, hardware cost, software cost, software upgradability and so on. As
a result, understanding the implications of processor choices will demand
deep technical skills

IoT Operating Systems

Traditional operating systems (OSs) such as Windows, Android and iOS
were not designed for IoT applications.

Major challenges for IoT (2017-2018)

(source: Gartner, PRPL Foundation, IDC, McKinsey)



 IoT Platforms

IoT platforms bundle many of the infrastructure components of an IoT
system into a single product.

 IoT Standards and Ecosystems

Standards and their associated APIs will be essential because IoT devices
will need to interoperate and communicate, and many IoT business models
will rely on sharing data between multiple devices and organizations

Many IoT ecosystems will emerge, and commercial and technical battles
between these ecosystems will dominate areas such as the smart home, the
smart city and healthcare.

Major challenges for IoT (2017-2018)

(source: Gartner, PRPL Foundation, IDC, McKinsey)



Security Solution?

PRPL is a open-source,
community-driven,
non-profit foundation,
based on MIPS
processors



Brazil (and World) Challenges



Some Examples



Some Examples - Belgrad



Some Examples - Santander



Some Examples - Pisa



Some Examples - Taiwan
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Smart Public Lightning Proof of Concept



• Gerenciamento 
Remoto

• Fácil de 
adicionar 
novos sensores

• Fácil de 
adicionar 
novos serviços

• Solução aberta

Smart Public Lightning Proof of Concept



Green Campus



Detecção de Movimento – Automóveis (Estacionamento)



Detecção de Movimento – Pessoas

Saguão do prédio da Faculdade de Informática



Security and Health Proof of Concept
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1. To create collaborative initiatives for the development of solutions (local problems, global

solutions) that can be replicated in other cities;

2. Solutions are not only technological, they must contemplate multidisciplinary teams. Think the

city to its fullness (Green City);

3. Consider the expansion of communication infrastructure;

4. Promote and support an IoT ecosystem for the city (Living City), including support for start-ups,
incubators and technology transfer;

5. Facilitate innovation and development, eliminating constraints that slow innovation (eg
restrictions related to data transmission or administrative);

6. Promote and facilitate interoperability across the IoT ecosystem for cities, fostering investment,
competition, and enabling low-cost solutions;

7. Ensure privacy and security;

Challanges and Opportunities



Internet of Things

A Major Challenge of Smart Cities/IoT

Global Cooperation !!! 
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